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Background information

- Earlier this year we carried out a landscape review of government’s use of data. The work
was designed to support government as it develops its data strategy

- It draws together our experience of data from our studies across government
« Many believe that government can do much more with its data, for example
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open data data sharing personalisation reduction inthe  analytics and cutting
of services citizen burden edge technology

* These are all good aims
»  They sound easy to achieve - but they are not

- Whilst great opportunities exist there are also blockers and constraints that require sustained
effort to overcome

Challenges in using data across government 2019 @7 ) National Audit Office



How we scoped the work

1. Understand the current
landscape

2. Have a clear understanding
of what it is trying to achieve

3. Have the infrastructure in
place to make it work

4. Have the conditions in
place to make it work
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Part one:
introduction

Part two: strategy
and leadership

Part three: data,
systems and
processes

Part four:
conditions

Benefits of using
data

A clear strategy in
place

High quality data

Creating a secure

environment

Current
responsibilities

Leadership and
accountability

Data standards to
improve consistency

Legislation to
enable change

Previous
initiatives

Funding to make
it possible

Systems and tools
which talk to each
other

Capability to
secure change
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Benefits of good data use widely acknowledged

Using data well has many benefits for government and people

Transparency and

Reduced fraud Better decision-making Greater levels of trust .
accountability

Better, targeted and
tailored services

Benefits for

Benefits for citizens

Greater efficiencies Benefits for government

departments

Opportunities for
collaboration

Continuous improvement Economic benefits Innovation

Benefits for business

Source: Department for Digital, Culture, Media & Sport
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Government uses data at different levels

Data quality needs vary

Data should be accurate at individual level for making
decisions about benefits entitlements, medical
treatment, tax liabilities etc
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Managing the
business

Data should be sufficient quality when aggregated to
manage the organisation’s performance and make
plans where to allocate resources

\

Policy the future
development

Data should be sufficient quality when aggregated to
support decisions about how to do things differently in

J
~

J
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/ Modernising \

government
The government stated
it would take forward its
vision of information age
government by
publishing a range of
new frameworks to
cover data standards
and gateways to access
data efficiently given the
number and variety of

\ systems involved /

/ Transformational

government enabled by
technology
Stated that data sharing is
integral to transforming public
services, but privacy and
public trust need to be
maintained.
Committed to a new focus on
finding and communicating a
balance between these to

deliver more efficient and
higher quality services

/Thomas and Walport data\

sharing review
Stated that the law itself did
not provide a barrier to
sharing personal data in most
cases, but the complexity of
the law and the volume of
guidance has led to a “fog of
confusion”. It also stated that
by creating a large number of
legal gateways for sharing

information, government had
\ amplified the problem

Strategy
Recognised many
government services have
outdated IT systems which

Included actions to define and
deliver a common technology
platform to underpin a new
generation of digital services,
and to remove unnecessary

/ Government Digital \

prevent effective data sharing.

Many attempts to address and harness data

/Digital Economy Act\
Provides new powers National
for government to data
share personal strategy
information across Planned
organisational for
boundaries to improve release
public service. States in 2020
what organisations

\ legislative barriers /

can share data and for
which purpose
together with
safeguards to protect
\1he privacy of citizens
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ﬁtrategic framework for public

services in the information
age
Establishment of common
standards and infrastructure to
enable interoperability across
government departments and
the wider public sector.
Recognises this will require
definition and adoption of
standards for common data
such as citizen name and

\ address /

Service transformation — \

the Varney report
Opportunities need to be quickly
taken to secure significant
improvements in the capacity
and capability for government to
share data on individuals and
businesses, and to make “better
collective use of government
information asset”. The report
also recommended that the data
sharing strategy should address

information

impediments to sharing identity

/ Government ICT \

strategy
Set out plans for a
public sector
information architecture
covering: the meaning
and format of
information; the right to
use information; how to
control who has access
to it; data quality;
information assurance

\ and governance

Government
Transformation Strategy
Contains a chapter on better
use of data. Recognises that
data sharing between
different parts of government
has significant benefits, but
how government stores and
uses data is critical to trust.
Acknowledges the
challenges where sharing is
constrained by old

technology and legislative
\ barriers /

/~ General data protection N\
regulation
Strengthened the regime
for protecting the personal
data of EU citizens, with
stronger sanctions for
_ malpractice J

/ Data protection act
Updated existing UK data
protection legislation to
incorporate GDPR. It
contained several
measures and
exemptions to permit
continue data sharing in
the areas of criminal

justice and keeping
\ society safe /
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But challenges remain

- Government does not treat data as a strategic asset
»  Strategy and : .
@ _ * No single department leads on data improvements across government
leadership . s .
*  Funding pressures can inhibit progress on data projects

- Data quality is often inadequate

Data, processes A lack of data standards across government has led to inconsistent
= and technology ways of recording the same information

- Legacy systems often only work for the policy they were built to deliver

- Government’'s use of data is shaped by the need to keep it secure
Government has put in place legislation to make data-sharing easier
-+ Historical ways of working can inhibit progress

m Conditions for
success
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Strategy and leadership

Government does not treat data as a strategic asset

« DCMS is the only department that refers to data as a strategic asset m inciortrecponse.
in its 2018 single departmental plan. Five departments of the seven S
we examined in detail have data strategies, and these were of varying  fesstetterstos asiseg s s an e oy
matu rlty ] Government Digital Service

Responsible for data standards (gt a strategic level) and data skills

« By contrast, for government property there are long-term funding g o o el g it s lconoffic st
plans, with publicly available strategies for the whole of government S
COI |eCtlve|y and |nd |V|d ual departments ] Users of data, working for UKSA and with depariments to produce official statistics

Centre for Data Ethics and Innovation
Advisers for how fo maximise the benefits of data-enabled technologies

No single department leads on data improvements across

The National Archives

government A ot s f et matin
 Responsibility for data policy and data ethics sits within DCMS. The O
Government Digital Service (GDS) and the Office for National E—
Statistics also have an interest in data policies and provide support to — G ey gdare

Information Commissioner’s Office

departments Range Of Other bOdleS InVOIVed. Responsible for upholding information rights

National Data Guardian for Health & Social Care
Responsible for advising and challenging the health and care system to help ensure information is safeguarded

Funding pressures can inhibit progress on data projects
« Data projects have sometimes been set aside when funding is under
pressure.
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Data, processes and technology

Data quality is often inadequate

» Effectiveness of programmes can be compromised because data quality
is poor.

« It takes manual effort to make the data usable and to extract the relevant
information.

A lack of data standards across government has led to inconsistent

ways of recording the same information

* A lack of standards across government has led to inconsistent ways of
recording the same data.

» The problem is replicated in local areas where information is recorded
differently across local and constitutional boundaries.

Legacy systems often only work for the policy they were built to deliver

* Even within the same department, data cannot be extracted or shared
easily. A lack of common data models and standards within and between
departments makes it difficult and costly to combine different sources of
data.

+ Some government departments have not always prioritised replacing
older technology, but until they do so there will be ongoing costs and
inefficiencies in decision-making.
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Figure 10

Selected examples of identifiers used for citizens and businesses

There are more than 20 identifiers for people and businesses

Department

Identifiers for individuals
and addresses

Local government — registers
of births

Local government — electoral roll

Local government — council tax

Customer record identifier

Name, date and place of birth, parents’ names and occupations

Name, address, date of birth

Council tax reference humber

Department for Work & Pensions

National Insurance number
Benefit number (which differs for each benefit)

Department of Health & Social Care

NHS number
Hospital number (each hospital has own record system)

Medical Certification of Cause of Death register (not the same

as the local authorities’ registers of deaths)

HM Revenue & Customs

National Insurance number
Unique taxpayer reference

Department for Education

Unique learner identifier
Education provider identifier

Ministry of Justice

Home Office

Office for National Statistics — census

Cross-government

Her Majesty’s Prison & Probation Service unique
offender identifier

Parties’ names

Passport number/biometrics

Police National Computer identifier/biometrics
Criminal Records Office identifier

Address, names, dates of birth

Gov.uk Verify identifier

Government gateway identifier

Driver & Vehicle Licensing Agency

Driver’s licence number
Vehicle registration number

Identifiers for Businesses

HM Revenue & Customs

Companies House

Business trading names
VAT registration numbers

Economic operator registration and identification number
(imports/exports)

Other tax- and duty-specific registration numbers
(different for each tax or duty)

Company registration number

Office for National Statistics —
business register

VAT or PAYE numbers

Source: National Audit Office analysis of key government datasets




Government’s use of data is shaped by the need to keep it
secure

Well-publicised misuse of data has increased concerns and
undermined efforts to communicate benefits.

Departments’ concerns about retaining public trust can
discourage them from looking for legal solutions to use data to
maximise its potential.

Government has put in place legislation to make data-
sharing easier

The Digital Economy Act 2017 provides a legal framework for
establishing data-sharing arrangements.

DCMS has provided support to departments on how to use
the Digital Economy Act to support public services, but
departments still lack confidence.

Historical ways of working can inhibit progress

There are boundaries between civil servants as well as
systems.

Return on investment for a department can often be difficult to
justify in data projects because the benefits might be seen
elsewhere in government.
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Conditions for success

Figure 14
Case example: Centre of Excellence for Information Sharing

One of the greatest challenges impacting on both individual and business support was historic
ways of working

Main departments: Initiative jointly funded by the Department for Education, Department of Health,
Department for Work & Pensions, Home Office and Department for Business, Innovation & Skills.

Description: An initiative to encourage and explore how to overcome bartriers to data-sharing at local level.

Obijectives: The Centre was set up in 2014 to work with local and central government departments to
investigate, challenge and overcome cultural barriers to information-sharing.

What happened

The Centre drew on research to show that focusing only on data-sharing can lead to confusing assumptions
about the nature of what is being shared, for what purpose and with what intent. The Centre’s work showed
that existence of an information-sharing agreement or protocol is not on its own enough to resolve all
information-sharing issues. Taking a technological approach as the starting point is also rarely successful;
and being sensitive to the cultural issues is a more fruitful way of approaching the situation. The Centre
found that one of the greatest challenges impacting on both individual and business support was historic
ways of working. Working with partners, building relationships, consulting, communicating and developing
trust are all required to make information flow. The Centre published numerous case studies on its website
to illustrate these points.

Outcome
Funding was not maintained, and the Centre closed in June 2018.
Why this is important

Sharing data is difficult and may be expensive and ultimately unsuccessful unless organisations understand
each other before they start commissioning technological solutions. Partners may have different priorities;
different legal constraints; data that is quite different as it is used for different purposes; different

systems in which the data is held and secured; and different arrangements and costs for extracting data.
Jointly exploring and resolving these issues builds the trust and confidence needed to share data.

Source: Centre of Excellence for Information Sharing, 2019. Available at: http:/informationsharing.org.uk/
(accessed 12 June 2019)




Practical steps for government to improve data

Have a clear understanding * Aclear plan in place
of what you are trying to - Leadership and accountability

achieve - Funding to make it possible

- High quality data
- Data standards to improve consistency
- Systems and tools which talk to each other

Have the infrastructure in
place to make it work

- Creating a secure environment
Have the conditions in » Legislation to enable change
place to make it work - Capability to secure change
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