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An Evolving Threat Landscape

Geopolitical 

insecurity
• Increase in cyber threats 

since the start of the Russia-

Ukraine war

Greater cybercrime 

accessibility
• Technological advances are 

enabling more creative forms 

of attack and a greater 

number of threat actors

More complex 

ecosystems
• Organisations are concerned 

about the cyber resilience of 

supply chains

Unprecedented pace of 

change
• Organisations are struggling 

to adapt quickly enough to a 

dynamic threat landscape
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What is a Business Continuity 

Reaction Exercise?

• A collaborative session to validate the organisations incident response and crisis 

management processes when responding to a simulated cyber incident.

• Discussions will help identify and prioritise opportunities for improvement in planning and 

management.

• This will ensure alignment at all levels, with consideration of key partners, third-parties, and 

other stakeholders. 

Understand the 

impact of a cyber 

incident and 

response & recovery 

capabilities  

Rehearse and 

embed key 

processes around 

BCP/DR and crisis 

management

Understand your roles 

and responsibilities and 

the function of senior 

management in the incident 

response process

Further discuss and agree 

on potential ‘grey areas’ of 

an incident response and 

provide guidance on areas for 

improvement
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Situation Report
Monday, 05:00

• Critical systems are encrypted.

• Main network disconnected pending 

further security analysis.

• The root cause analysis will take 

several days to complete, maybe 

longer.

• Significant disruption expected across 

all services as the working week begins.

• Managed Security Service Provider has 

been activated and the National Cyber 

Security Centre has been notified.

• Potentially attacked by Lockbit, a 

financially motivated threat actor group.

• Primary communications platforms are 

unavailable.

40 Minutes

Example 

Inject
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Reaction Exercise Overview
• Validate robustness and resilience of Incident Response Plans

• Practice roles and responsibilities and information flows to effectively rehearse an incident response

Exercise participants:
Exercises should be conducted at all 

levels for coherent response and 

organisational resilience

Indicative Workflow:

Kick-off & 

Discovery

Exercise 

Delivery

Post Exercise 

Reporting

Provision of a detailed report outlining 

strengths and recommendations for 

improvement, prioritised for further 

development by the organisation.

Confirm objectives, scope, potential 

scenarios and key dates. Understand 

process for senior sign off. Scenario 

development. 

Scenario finalisation. Facilitation of 

the exercise to promote discussion 

around response processes, whilst 

validating roles and responsibilities 

and documentation.
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ResourcesLearn

Test

Scenario Development



Watch this space

Exercise Guide

LGA Supported 

Exercise

Scenario Bank

We will support you through the full process to 

deliver the first exercise  

We will provide a reference guide to support 

future exercises

We will build a library of exercise scenarios, 

available on our website
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