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Taking stock: the Local Digital 
Declaration

● The Local Digital Declaration is the manifesto of the Local Digital 
team.

● 288 councils have signed it, committing to “design services 
that best meet the needs of citizens” 
that “protect citizens’ privacy and security”, 
while “break[ing] dependence on inflexible 
and expensive technology”





Local Government Cyber Risk







Local Digital programme



We’ve had a busy 
summer setting the 
programme up for 
success



Over the next 3 years

● Help councils improve their cyber resilience

● Improve the cyber and digital capability in council

● Step up the work the tackle the big legacy systems

● Work with councils to establish the pathways to embed cyber resilience 
and digital ways of working across the organisation



Local Government Cyber 
Support & Cyber 
Assessment Framework



Ransomware Attacks

…Redcar and Cleveland; 

Hackney; 

2020

Local Digital: Cyber

New focus on cyber security: 
- Cyber Support, based on 

Ransomware Survey
- Cyber Health 

20/21

GCSS Strategy

New ambitions for improving 

cyber resilience across 

government organisations, 

with CAF at the heart of a 

common framework for 

assessing risk 

2022

PSN Migration

A new post PSN and IT 

Health Check world 

2023

CAF PILOT

Shaping the approach to 

cyber resilience for English 

Local Authorities 

2022



Test the Profile

o Is this appropriate for LAs 
from a systems/services 
standpoint? 

o Is a single profile suitable 
for different councils? 

o Is one assessment per 
council realistic and 
meaningful? 

o How to determine scope 
of assessment?

o Are the IGPs clear? Are 
more sector specific 
controls needed?

User experience 

o Time, skills, costs 

o Challenges

o Benefits and learning

o Gaps in guidance 

o Opportunities to add value

Future work 

Inform scope of future 

work around:

o Assurance

o Reporting

o Streamlining with other 

requirements

o Supporting councils to 

meet the standard



Shortlisted councils

● Durham County Council

● Copeland Council

● Salford City Council

● Norfolk County Council

● Sandwell Metropolitan Borough Council

● Brent (SS: Brent, Lewisham & Southwark)

● Southend BC 

● Hart District Council

● Dorset

● Torbay Council


